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1. Discussion
Referring to clause 5.44.1 of TS 23.501, the relationship between PIN and S-NSSAI and DNN is given as follows.
For each PIN, a dedicated DNN/S-NSSAI shall be configured.
As described in Annex J of TS 23.502, the O&M can allocate a dedicated DNN, S NSSAI for the PIN.
Observation 1: Each PIN has a dedicate DNN/S-NSSAI.

According to clause 4.15.6.7 of TS 23.502, when AF provides application guidance for URSP determination for PIN service, the AF request contains DNN, S-NSSAI allocated for the PIN, and the application traffic descriptor component includes PIN ID as specified in Table 6.6.2.1-2 of TS 23.503. 
In step 5 of clause 4.15.6.7 of TS 23.502, 
for PIN service, PCF generates the URSP rules with PIN ID in the Traffic Descriptor as specified in Table 6.6.2.1-2 of TS 23.503 [20].

Observation 2: To influence URSP rule related to a specific PIN, the AF will provide DNN, S-NSSAI, and PIN ID to the 5GC. And the PCF will generate the URSP rules based on information provided by the AF.
As described in clause 4.15.6.7 of TS 23.502, to enable the authorization to the AF, the NEF may need to authorize the service specific parameter provisioning request with the UDM by sending a Nudm_ServiceSpecificAuthorisation_Create service operation as defined in clause 4.15.6.7a.

In specific, according to 4.15.6.7a of TS 23.501, the UDM will authorize the S-NSSAI/DNNs as follows. 

If the request is for an individual UE, the UDM checks the list of subscribed/allowed S-NSSAI/DNNs for the UE and other service info (e.g. MTC provider is authorized for the UE).


If the request is for a group of UEs, the UDM checks whether the group related data (e.g. DNN/S-NSSAI group related data, see table 4.15.6.3b-1) and other service info, e.g. MTC provider is authorized for the group.

The AF authorization is given in step 1 of clause of TS 23.902 as follows.

 If MTC Provider information and/or AF ID are received in the request, the UDM shall check whether the MTC Provider and/or the AF is allowed to perform this operation for the UE.
Observation 3: UDM needs to authorize the AF for the service specific parameter provisioning request. The UDM only checks if the S-NSSAI/DNN is subscribed by the UE/UE group and if AF can modify the URSP of a specific UE/UE group.
If the malicious AF is authorized to modify the URSP of a specific UE/UE group, the malicious AF can provide the authorized S-NSSAI/DNN to the UDM via the NEF. And the malicious AF can provide NEF with the PIN ID that is not allowed to be managed by the AF. As a result, the PCF will generate the URSP rule based on the authorized S-NSSAI/DNN and the wrong PIN ID.
Therefore, the AF authorization procedure defined in clause 4.15.6.7a of TS 23.501 should be enhanced for the PIN scenarios.
2.
Text proposal
It is proposed to agree CR S2-2309349.
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